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3003.901

Subpart 3003.9—Whistleblower
Protections for Contractor Em-
ployees

3003.901 Definitions.

Authorized official of an agency means
the Department of Homeland Secu-
rity’s CPO.

Subpart 3003.10—Contractor
Code of Business Ethics and
Conduct

SOURCE: 77 FR 50633, Aug. 22, 2012, unless
otherwise noted.

3003.1003 Requirements.

(a) Contractor requirements. Con-
tractors making written disclosures
under the clause at (FAR) 48 CFR
52.203-13 must use the electronic Con-
tractor Disclosure Form at http:/
www.otg.dhs.gov. Contractors making
disclosures under contracts which do
not contain the clause at (FAR) 48 CFR
52.203-13 are encouraged to also use
this electronic form.

3003.1004 Contract clauses.

(a) The contracting officer shall in-
sert the clause at (HSAR) 48 CFR
3052.203-70, Instructions for Contractor
Disclosure of Violations, in solicita-
tions and contracts containing the
clause at (FAR) 48 CFR 52.203-13.

PART 3004—ADMINISTRATIVE
MATTERS

Subpart 3004.1—Contract Execution

Sec.
3004.103 Contract clause.

Subpart 3004.4—Safeguarding Classified
and Sensitive Information Within Industry

3004.470 Security requirements for access to
unclassified facilities, Information Tech-
nology resources, and sensitive informa-
tion.

3004.470-1 Scope.

3004.470-2 Policy.

3004.470-3 Contract clauses.

Subpart 3004.8—Government Contract
Files

3004.804 Closeout of contract files.
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3004.804-5 Procedures for closing out con-
tract files.
3004.804-570 Supporting closeout documents.

AUTHORITY: 5 U.S.C. 301-302, 41 U.S.C. 1707,
41 U.S.C. 1702, 48 CFR part 1, subpart 1.3, and
DHS Delegation Number 0702.

SOURCE: 68 FR 67871, Dec. 4, 2003, unless
otherwise note.

Subpart 3004.1—Contract
Execution

3004.103 Contract clause.

Insert the clause at (FAR) 48 CFR
52.204-1, Approval of Contract, in each
solicitation where approval to award
the resulting contract is required
above the contracting officer level.

Subpart 3004.4—Safeguarding
Classified and Sensitive Infor-
mation Within Industry

SOURCE: 71 FR 25768, May 2, 2006, unless
otherwise noted.

3004.470 Security requirements for ac-
cess to unclassified facilities, Infor-
mation Technology resources, and
sensitive information.

3004.470-1 Scope.

This section implements DHS’s poli-
cies for assuring the security of unclas-
sified facilities, Information Tech-
nology (IT) resources, and sensitive in-
formation during the acquisition proc-
ess and contract performance.

3004.470-2 Policy.

(a) DHS’s policies and procedures on
contractor personnel security require-
ments are set forth in various manage-
ment directives (MDs), Directives, and
Instructions. MD 11042.1, Safeguarding
Sensitive But Unclassified (For Official
Use Only) Information describes how
contractors must handle sensitive but
unclassified information. The DHS
Sensitive Systems Policy Directive
4300A and the DHS 4300A Sensitive Sys-
tems Handbook, provide the policies
and procedures on security for Infor-
mation Technology resources. Compli-
ance with these policies and proce-
dures, as amended, is required.

(b) The contractor must not use or
redistribute any DHS information
processed, stored, or transmitted by
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